
 

Abstract—The purpose of the paper is to examine the 

conceptualization of information security culture in order to 

develop an information security culture measurement model. In 

order to do so, a comprehensive literature analysis of current 

information security culture models and frameworks were 

examined. The outcome of the comprehensive review is a top 

constructs candidate that conceptualizes security culture.  The 

current paper found no mutual agreement on what factors 

conceptualize a security culture.  Our contribution is being able 

to identify a clear gap on the existing literature of a lack of clear 

conceptualization and distinction between factors that constitute 

information security culture and factors that influence 

information security culture. The distinction clearly has not 

been made by academic literature on the information security 

culture. The current study assists academic researchers to 

identify research gaps in the information security culture field, 

including identifying further empirical research needed in this 

area. 

 
Index Terms—Security culture, factors constitute security 

culture, factors influence security culture. 

 

I. INTRODUCTION 

The purpose of this paper is to provide an understanding of 

information security culture through developing information 

security culture conceptual model. This paper first provides a 

brief introduction to information security culture. Then, the 

development and production of the conceptual model was 

based on a comprehensive review of academic and 

professional literature on information security cultural areas 

was examined. This paper will be finalized by identifying the 

conceptual model that includes a set of candidate factors that 

conceptualize security culture models. Some of the current 

definitions found for security culture are: 

Information security culture can be defined as: The 

information security perceptions, attitudes and assumptions 

those are accepted and encouraged in an organisation – thus 

the way in which things are done in an organisation to protect 

information assets [1] (p.148). 

A more extensive definition for information security 

culture as:  

An information security culture is defined as the attitudes, 

assumptions, beliefs, values, and knowledge that 

employees/stakeholders use to interact with the 

organization’s systems and procedures at any point in time. 

The interaction results in acceptable procedures at any point 

in time. The interaction results in acceptable or unacceptable 

behaviour (i.e. incidents) evident in artefacts and creations 
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that become part of the way things are done in an organization 

to protect its information assets [2] (p.26). This information 

security culture changes over time.  

Information security culture is a subculture in regards to 

content. Security culture encompasses all socio-cultural 

measures that support technical security measures, so that 

information security becomes a natural aspect in the daily 

activities of every employee [3] (p.405). 

Security culture can also be defined as: The totality of 

patterns of behaviours in an organization that contribute to the 

protection of information of all kinds [4] (p.90). 

In [5] (p.618) calls for security culture creation within 

organization: By instilling the aspects of information security 

to every employee as a natural way of performing his or her 

daily job. 

The same author (p.616) added that: 

corporate information security culture that supports the 

information security policies, procedures, methods and 

responsibilities of the company, in such a way that 

information security becomes a natural aspect of the day to 

day activities of all employees of the company.  

Security culture can be referred as: How things are done 

(i.e. accepted behaviour and actions) by employees and the 

organisation as a whole, in relation to information security [6] 

(p.68). 

Information security culture can be discussed as: 

 A set of information security characteristics that the 

organisation values,  

 The assumption about what is acceptable and what is not 

in relation to information security,  

 The assumption about what information security 

behaviour is encouraged and what is not,  

 The way people behave towards information security in 

the organisation [7] (p.204-205). 

Despite the importance of the previous definitions, in 

recognising the need to create security culture in order to 

manage security effectively, these definitions, only focuses on 

the manifestation of information security culture within 

organizations. They define what security culture is-it reflects 

values, behaviour, beliefs, altitude and action of the 

organizations members. These definitions did not specifically 

discussed what factors or constructs that constitute or 

conceptualized information security culture. Most of the 

current information security culture researches had applied 

theories from different perspective: from organization culture 

[8]; organization behaviour [9]; total quality management 

[10]; and as part of national culture [11]. Some of the existing 

literature has adopted Schein organizational culture model to 

study information security culture [3], [9], [12]. These studies 

indicated that all of the information security elements and 
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issues can be represented in the three levels of the 

organizations culture model (artefacts, values and 

assumptions). These studies indicated information security 

culture is a product of different factors in which influence the 

behaviour of individual within the organization settings.  

 

II. DEVELOPMENT OF CONCEPTUAL MODEL 

In order to develop a reliable and valid information security 

culture measurement model, an understanding of current 

information security culture existing models and frameworks 

is essential. As a result, a comprehensive review of 

information security culture models and frameworks was 

conducted and used as a foundation for developing 

conceptual model. The first purpose of the comprehensive 

review is to identify and examine the conceptualizations of 

information security culture. The second purpose of this 

comprehensive review is to provide a detailed list and 

analysis of constructs that were proposed by each study in the 

information security culture area in order to develop the 

conceptual model. This review has also focused on studies 

that included a questionnaire instrument that assesses 

information security culture to assist in developing an 

information security culture measurement model.  

 

TABLE I: SUMMARY OF CURRENT PROPOSED CONSTRUCTS IN INFORMATION SECURITY CULTURE RESEARCH 

Research

 

Constructs/ Findings 

[7] Security policy; Change management;  Risk analysis; Benchmarking; Budget; Trust; Awareness; Ethical Conduct 

[13] Leadership and governance 

Sponsorship; Strategy; IT Governance; Risk Assessment;  ROI / Metrics /Measurement 

Security management and organisation 

Program Organization; Legal & Regulatory 

Security policies 

Policies; Procedures; Standards; Guidelines;  Certifications; Best practice 

Security program management 

Monitoring and Audit; Compliance 

User security management 

User Awareness; Education and Training; Ethical Conduct; Trust;  Privacy 

Technology protection and operations 

Asset Management; System Development;  Incident Management; Technical operations; Physical and 

environmental;  Business Continuity 

Change: Change Management 

[14], [15] Schein organisational culture model: Security culture has three layers:  

Corporate Politics that include: 

Security policy; Organization structure; Resources 

Management that includes: 

Implementation of security policy; Responsibilities; Qualification and training;  Awards and prosecutions; Audits;  

Benchmarks; 

Individual that includes: 

Attitude; Communication, compliance  

[16], [17] Security culture Framework: 

Standardization; Certification; Measurement of information security 

Content components: 

People’s attitude; Motivation; Knowledge; Communication, compliance  

[18] Awareness; Responsibility; Response; Ethics; Democracy; Risk assessment; Security design and implementation; 

Security management; Reassessment 

[19] Managerial aspect 

Policies and procedures; Benchmarking; Risk analysis; Budget; Management response; Training and Education; 

Awareness; Change management 

Behaviour Issues 

Responsibility; Integrity; Trust; Ethnicity; Values; Motivation; Orientation 

Individual and Organization e-learning 

Training and Education 

Ethical; National culture;  Organization culture 

[20] Employee Participation; Training; Hiring Practices; Reward System; Management Commitment; Communication 

and Feedback 

[21] Security budget; Security expenditure; Employee security awareness; Security risk of staff; Implementing the 

security policy; Making security suggestions; Security Ownership; Security Audits 

[22] Security Awareness; security ownership; Security Risk; Compliance with security rules and regulations 

[23] Management: 

Policies; Personnel; Training; Education; 

Principles and values: 

Responsibility; Honesty; Integrity;  Ethics; Commitment; Compliance; Leadership; Motivations 

Shared underlying assumptions: 

Knowledge; Trust relationships; Beliefs 

[24] Security Governance Framework: Structural Mechanisms; Functional Mechanisms; Social Participation; 

Influences on 

Security Culture Framework Dimension particularly: Control; Coordination; Ownership 

[25],[ 26] Top management; Policy change; Effective Information Security; Education program 
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The main reason for focusing on studies that include a 

questionnaires instrument because it will assist this study in 

developing a reliable a valid an information security culture 

measurement model instruments. Important criteria in the 

literature review evaluation process include: development of 

the assessment instrument, content validity, construct validity 

and reliability. These criteria will assist in identifying: firstly, 

the existing gap in the information security culture literature; 

and secondly, a valid and reliable information security 

measurement. The findings of this review indicated there are 

only two out of the thirteen information security culture 

research models that have provided a validated information 

security culture assessment instrument [3], [13]. In the first of 

these, an instrument was developed by Da Veiga, and Eloff 

(2009) designed to cultivate information security culture. In 

the second, Schlienger and Teufel (2003) designed a 

questionnaire to obtain an understanding of official rules 

intended to influence the security behaviour of employees. 

While [7] have developed a theoretical information security 

culture framework to assess information security culture, they 

did not validate their questionnaires. Other information 

security culture research provide proposed constructs to 

develop a security culture framework but did not develop an 

assessment instrument to measure information security 

culture. These researches, however, have one distinguish 

limitation. They did not clearly distinguish between factors 

that constitute information security culture and factors that 

drive information security culture within the organization 

settings.  

Table I summarizes the list of information security culture 

research constructs for each study. The first column of the 

Table I represents various information security culture 

research frameworks. The second columns represents 

constructs and findings for each relative information security 

culture frameworks. 

Thirteen studies were retrieved in Table I. The process 

used to develop the conceptual model was to extract research 

in existing information security culture frameworks and 

models in order to develop an understanding of current 

information security culture phenomena. For each study, all 

the proposed constructs were extracted and counted in Table 

II. The purpose for counting constructs for each study is to 

identify top constructs as potential candidates because it is 

simply impossible to examine every factor that could help 

conceptualize a security culture. Most of the literature 

examined the creation of security culture broadly. There is 

simply no mutual agreement on what factors constitute a 

security culture. In other words, there is a clear gap in terms of 

identifying factors that help conceptualize a security culture. 

As a result, the conceptualizations of security culture will be 

the focus part of this paper. Because of the scope limitation, 

the current paper will only consider the top constructs where 

there is strong agreement between academic researchers as to 

their importance for security culture adoption.  Table II 

presents top candidate constructs for conceptualizing a 

security culture. The current study extracted the top seven 

constructs as candidate constructs of interest for the 

conceptual model. These factors are:  

Top Management Support for Information Security, 

 Establishing an Effective Information Security Policy 

through Policy Enforcement, 

 Security Awareness, 

 Information Security Training, 

 Information Security Risk Analysis and Assessment, 

 Security Compliance, 

 Ethical Conduct Policies 

Additionally, it is essential to examine external cultural 

factors surrounds the adoption or creation of security culture. 

These factors are mainly organizational and national culture. 

Organization culture has emerged in this literature review as 

essential elements that influence security culture. Security 

culture was itself considered as part of the organization 

culture [10], [15], [19]. Moreover, national culture is known 

to have cultural beliefs in which have strong influences on 

Information Technology diffusion [27]. Therefore, the 

national culture might be able to influence security culture in 

worldwide organisations. Additionally, Chaula, (2006) 

studies has considered security culture as part of national 

culture in the developing countries context. As a result, 

national culture will be a candidate among the external factors 

that influence security culture. 

 
TABLE II: CONSTRUCTS OF INTEREST APPEAR IN THE INFORMATION 

SECURITY CULTURE RESEARCH 

 

Constructs  Number of Times 

Cited out of 13 

studies  

Construct Rankings 

Management 

commitment to 

Information Security 

8/13 1 

Security policy and 

policy enforcement 

6/13 2 

Security Awareness 6/13 2 

Security training and 

education 

6/13 2 

Security Risk 

assessment 

6/13 2 

Security Compliance 5/13 6 

Ethical Conduct 5/13 6 

 
National Culture

Organizational Culture

Security Culture 

Security Awareness

Security Compliance

Top Management Support

Establishing an Effective Information 

Security Policy through Policy 

Enforcement

Information Security Training

Information Security Risk Analysis and 

Assessment

Ethical Conduct Polices

 
Fig. 1. Conceptual model development. 

 

As illustrated in Fig. 1, security culture is embedded part of 

organization and organization culture embedded part of 
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national culture. National and organizational culture could 

have strong influence on security culture adoption and will be 

part of the research conceptual model. 

 

III. DISCUSSION AND FUTURE WORK 

This review of the information security culture research 

area illustrates the lack of empirical measurement in the 

information security culture area. The existing literature has 

emphasized the importance of information security culture 

and provided suggestions and guidelines on how to assess 

information security culture. These literature analyses have 

not provided a clear understanding of how security culture 

must be conceptualized in order for researchers to develop an 

instrument for the understanding and measurement of an 

information security culture model. Furthermore, there is little 

clarification as to what exact factors constitute security 

culture and as to what factors influence or drive the creation 

of security culture. The distinction clearly has not been made 

by academic literature on the information security culture. In 

other words, there is a clear gap in knowledge in terms of 

identifying what factors constitute or reflect the security 

culture and what factors influence the security culture. 

Therefore, the current study will take this initiative and 

develop an information security culture measurement model 

that clearly distinguishes between what factors constitute 

security culture and what factors influence or drive the 

security culture. In order to achieve this goal, an open ended 

interview will be implemented to develop the information 

security culture measurement model in organisations. 

Additionally, the qualitative interviews will also assist in 

minimizing subjectivity in identifying factors for the research 

conceptual model. However, other factors could emerge after 

conducting and analysing the qualitative interviews. The 

qualitative interviews would be the future work of our paper.  
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